Ethical Practice and Guidelines 

This section is presented in the format of ethical guidance for those professionals who conduct communication with clients through an online medium. The guidelines have been developed from an original online counselling mini guide first published in the 2007 AUCC Journal, written by Evans (2007).They are not intended to substitute or supersede any existing published material such as the BACP Guidelines for Online Counseling and Psychotherapy (Anthony and Jamieson, 2005), the ISMHO (Ainsworth et al., 2000), ‘Suggested Principles for the Online Provision of Mental Health Services, version 3.11’, ACA (American Counselors Association) Code of Ethics (2007), and other relevant professional guidelines applicable to the jurisdiction of online practitioners’ professional activity. 
            The guidelines within this section are presented with the aim of complementing existing directions for professionals employed in this field of practice, whilst also offering a framework of ethical practice in professional contexts where consideration to defining appropriate online practice have not currently been defined. The guidelines contained within this chapter relate to asynchronous and synchronous online communication with clients, and include service delivery using resources such as forums, tutorials, discussion boards, distance learning programmes, one-to-one online coaching, online counselling, online supervision, information and guidance support, and additional further-reaching professional activities. It is pertinent with a potential global client market place to consider relevant guidelines within both the jurisdiction of the practitioner’s locality, in conjunction with those relevant to their clients (NBBC, 2007b).

Competencies of Practitioners who Adopt the Use of Online Counselling Skills
Adopting the use of counselling skills in an online context necessitates specialist competencies and enhanced skill development in order to work professionally and successfully with clients electronically through text based narrative. It is relevant to acknowledge that the following recommendations hold specific relevance to duty of care and appropriate professional conduct. Practitioners should be: 

· proficient in IT skills, Internet technology issues, and possess sufficient knowledge in the administration and storage of electronic information and data to achieve service delivery which complies with ethical and legal requirements;
· sufficiently competent in maintaining electronic records and client information to avoid the possibility of compromising confidentiality or security of data, applying appropriate deliberation relative to the setting of the online practice; 

· experienced and competent in the process of assessment and contracting across a diverse range of client presenting issues;
· sufficiently competent to consider the implications of appropriate assessment procedures for engaging with clients when transferring counselling skills to computer-mediated services;
· mindful of maintaining awareness of the potential for online communication and expression to bring certain dynamics into the relationship which require proficiency in responding to, in a manner which provides a sense of containment for clients whilst also facilitating a positive outcome.

Online Practitioner Skills Training
A practitioner who is considering entering into this field of work should seek out courses which offer guidance on both the necessary practical skills whilst also providing direction regarding the ethical and practical administration requirements of an online service. It is a responsibility of training providers to ensure that their students are familiar with this context of practice and the potential benefits and drawbacks to themselves as potential practitioners and clients they may engage within their future practice (Guterman and Kirk, 1999; Trepal et al., 2007).

Globally there are distinct variations in licensing laws for establishing an online practice. It is therefore advisable that practitioners seek out training providers and courses which offer appropriate direction in this area, with course material which is specifically directed towards any evident jurisdictional and legal requirements within the location of the professional’s online practice.

Initial assessment and ongoing risk assessment are key features in this field of practice and require competencies which are gained through specialist training. It would be inappropriate for a practitioner to establish themself in online therapeutic or mental health practice without undergoing appropriate skill development and training, and knowledge of clinical and professional responsibilities (ACA, 2007).
Conducting Professional Practice using Online Counselling Skills 
Adherence to effective communication and maintaining an awareness of prominent dynamics which present during the course of working with clients is key to successful outcomes. The absence of a physical presence within online exchanges reduces the potential for a practitioner in having access to indications, or observations of a client’s physical and emotional well being, and as such necessitates close attention to the content, variations in a client’s online presentation, and the potential implications relating to duty of care.

The nature of online practice places emphasis on the practitioner to clarify and support clients with the aim of minimising the potential impact of the following circumstances:

· Misunderstandings or conflict which occurs throughout the application, assessment, contracting, ongoing stages, and conclusion of the online relationship. Guidelines regarding resolution of potential misunderstandings and conflict should be outlined within the initial contract (BACP, 2005).
· Paying attention to any apparent online disinhibition by a client which may influence disclosure, and hold the potential to impact upon the emotional stability of a client, the potential for a positive outcome of the online interaction, and the client’s well-being.
· Incidences which occur resulting in a loss of contact with the practitioner through equipment failure, or the inability to gain access to online communication resources, therefore preventing  scheduled meetings or appointments taking place or being completed.
· Assisting with appropriate onward referral where necessary, and conveying of information to clients with regard to additional, reliable support resources available through the internet or face-to-face services. Where online guidance or support is not sufficient to provide a satisfactory outcome for clients or an emergency situation arises that cannot be supported by the online practitioner, it is pertinent to acknowledge limitations and collaborate with clients in an onward referral. Locally based resources should be indicated wherever possible (NBBC, 2007).
· Supporting clients with appropriate and boundaried endings where an identified focus of work has been completed. Where additional follow-on resources are required clients should be supported by the practitioner in securing suitable progression to further systems of support.

Careful consideration and planning should be given to introducing a system of service delivery where any evident negative impact of occurrences, such as those identified in this section is minimised. All aspects of service delivery should comply with legal and jurisdictional codes of practice within the resident country of the practitioner and wherever possible those relevant to clients’ country of residence.  

Box 8.1 provides an illustration relating to duty of care and referral within an online practice using the simulated client example of Sam, which has been a feature throughout this book.
	Box 8.1*      Duty of care and referral

Julie has been providing online support for Sam over a period of eight sessions. The client was originally referred to Julie via Sam’s GP.

       Sam initially presented to Julie’s service with concerns regarding her adolescent daughter and the breakdown of her relationship with an ex-partner. During the course of a synchronous exchange the manner in which the client ‘presents’ her written narrative and dialogue is distinctly different to that which Julie has witnessed in a previous live session. Julie senses a great deal of lethargy in the client. Sam also discloses concerns that she may be developing depression and is worried this may be affecting her ability to appropriately care for her children. 
       As the online practitioner does not have the facility to invite Sam to attend a face-to-face appointment to assess the potential vulnerability of her and the children, she strongly recommends that the client visits the referring GP to discuss her emotional well-being, whilst also requesting that Sam informs her of the outcome. In addition, Julie encourages discussion regarding support networks which the client may draw upon from within her family and friendship group to assist Sam in both her self-care and childcare arrangements.               

        During the contracting stage of the relationship, Sam had consented to being contacted by telephone if required. Julie bears this in mind as an option to pursue with the client if the highlighted concerns remain during the course of the following online exchanges.




Requirements for Effective Online Service Delivery 

Planning, Delivery, and Administration of an online practice

The global variations in the structure and delivery style of available online services are multi-faceted and it is not the intention here to define the specifics of an effective service delivery and adopted administration systems. Individual circumstances and resources will affect the format of each service and the manner in which it is structured. This being noted there remain important underpinning factors which cut beneath variations in licensing laws and legalities apparent in a global context. 

         There are several factors underpinning considerations for online service delivery which should be in place and conveyed to clients at the onset of service delivery:

· Guidance and information relating to the potential for misunderstandings to arise and systems available to address such incidents

· Clear guidelines relating to access and use of the online service. Such information should highlight what the online service expects of them as clients of the service, including the subject of maintaining privacy of material generated in the course of their relationship with a practitioner. This can be made available in electronic booklet or provided within service providers web pages prior to commencing online interactions with clients
· The structure of the appointment system and any apparent flexibility within this. Clients should also be informed of procedures in the event of delayed, cancelled, or missed appointments
· Clear guidelines regarding the limitations of confidentiality

· Due to the physically distanced relationship it is pertinent to provide information which is visible and provides reassurance of a credible and professional service. Such information being accessible to potential clients through web based communication such as a service provider’s website

· Provision of details regarding maintaining contact with a practitioner in the event of a technology issue, or other loss of contact. This is particularly relevant where a practitioner has stated that they would attempt to make contact with a client by telephone or alternative in such circumstances (Halpern, 2007)
· Clear information regarding payment for appointments (where applicable)
In circumstances where a practitioner has to cancel pre-arranged appointments due to technology issues or ill health etc, it is strongly recommended that systems are in place, including:
· Clients are notified in advance of their appointment time. 

· Appropriate consideration being given to adopting systems which alleviate anxiety  experienced by clients who are anticipating a scheduled appointment which cannot be fulfilled.
· In circumstances where a continuing inability to deliver online appointments occurs a suitable alternative provision should be offered to clients. Alternatives may include suggesting a referral to a face-to-face adjunct of the service, or referral to an alternative online practitioner during the absence of the designated practitioner.

Box 8.2 provides an illustration of client referral resulting from circumstances where the designated online practitioner experiences an extended period of ill health. The example highlights the importance of effective and consistent communication during a period of absence. 

	Box 8.2      Client onward referral
Yan is co- tutor for a university-accredited distance learning course. He communicates with his students through a variation of mediums including Skype, email and synchronous meetings using a secure chat room. He initially falls ill with a bout of bronchitis and is unable to full fill his work duties for two weeks. His experience as an online practitioner prompts him to immediately request that the administrator for the course informs his students of the absence by email in conjunction with setting a piece of work to be completed during his absence. The administrator informs the students that Yan will make contact again once recovered. The students are provided with contact details for the co-tutor in the event of needing ad hoc support during this period. 
       Yan does not make the full recovery from illness in two weeks as anticipated, and his GP recommends extending his absence for a further four weeks. At this point it is agreed by Yan, the administrator and the co-tutor that a referral email to be sent out to students where it is explained that Yan is unable to provide continuing support at this time and is requesting the students’ cooperation in being referred to the co-tutor for ongoing academic support and guidance for the remainder of the module. 

       Although disappointed, the students valued the contact they had received from all parties, as the nature of distance learning had left them feeling more vulnerable during the initial stages of tutor absence than would have been evident if they were studying within the physical location of the university.



Administration of an Online Practice
Prior to commencing delivery of an online practice, appropriate time and consideration should be devoted to developing administration systems which conform to ethical guidelines. Security of adopted systems should be thoroughly researched, prior to their application. A suitable encrypted medium should be sourced to ensure the confidentiality and privacy of the client work and any generated material, in conjunction with password protection for email accounts and any documents which are exchanged. 
       
Prior to launching an online practice, it is essential that practitioners fully consider procedures for the storage and security of data and, where relevant, any therapeutic content generated. Within the UK, such storage is governed by the Data protection Act 1988; for full information, go to www.ico.gov.uk. It is strongly recommended that practitioners check whether they require Data Controller status in the context of their online practice, or equivalent if their practice is based outside of the UK. 

Online practice is very transparent in its nature due to the full content of client interactions being available in a printable format. This places a greater emphasis on a practitioner’s responsibility to maintain confidentiality of client material. This can be achieved by adopting systems which include: all personal identifying material being removed from client files during the process of counseling, sharing of information with third parties such as in supervision, and storage of client data 

Guidance for Preventing Unauthorised Access to Client Material. 

Due to the potentially sensitive nature and volume of material generated when working online with clients, practitioners should be particularly mindful of how they store client work whilst in progress. This includes being alert to ensuring that computers are not accessible or viewable by others while engaged in client work or online meetings. 

It is advisable to consider including a disclaimer which outlines the potential for electronic communication not proving to be 10o per cent reliable or confidential for either party. Within such a disclaimer it is relevant to include reference to online interactions having an increased potential to be disrupted or cancelled due to technology issues. 

Accessibility for Clients when Accessing an Online Practitioner Resource
Whilst an online practice increases potential flexibility for clients in gaining access to practitioners, online support may not prove to be an accessible or suitable option for all clients. Online services have a responsibility to realistically form a decision with potential clients if it is an appropriate medium for each applicant, in conjunction with considerations being made in practitioner ability to work with any apparent diversity issues presented by clients.

Where it becomes evident that particular groups of clients are restricted in accessing an online service provision, due to structure and practicalities of facilities or personal financial resources, it is pertinent to review how the service delivery can be modified to facilitate a more inclusive approach.
Box 8.3.provides an illustration of how effective reviewing of service provision can increase inclusion for clients who are restricted in accessing an existing service.
	Box 8.3 Managing the client’s restricted access to online services
Neelam is employed by an organisation which is funded by a local authority grant to provide online support to young people who live in the local region. The service is accessed by many young people above the age of 16, but there is a deficit in clients between the ages of 11−16. When reviewing the service users statistics the organisation draws a conclusion that the younger client group may be disadvantaged due to not being able to secure a private place away from their family members to seek online support. 
        Neelam’s organisation is currently working on a project with the collaboration of local high schools to provide counselling support to students. They decide to carry out a survey amongst student which they hope will identify some of the barriers to this potential client group seeking the option of online support. 
        The result of the survey indicates that the possible barriers are as they initially anticipated and with the support of local schools decide to research the potential for students to have discreet access to an individual computer suite on an appointment basis where they can secure contact with Neelam and her online colleagues. As a result of this action the opportunity for younger-aged clients to access online support is enhanced and the subsequent summary of statistical data analysis confirms this by the increase in numbers of clients within this age group having increased significantly.




EXERCISE 8.1

       DEALING WITH RESTRICTED ACCESS FOR CLIENTS
If you are currently delivering an online practice, consider what steps you are taking or could take to review your systems and service delivery and increase the availability of your service to potential clients who are restricted in accessing the current service provision.
If you are in the process of establishing an online practice, consider what systems you could introduce to develop a broader provision of inclusiveness for potential client groups.

Online Client Assessment

Assessing suitability of the medium for individual clients

In the course of an online service delivery there may be instances where assessment conclusions that the available support is not suitable for issues presented by individual clients. Where a formal assessment process is not adopted and clients have open access to practitioners’ resources this may become evident during the course of online contact. Where practitioners engage with clients in professional activities outside of the sphere of therapeutic and mental health services there may be reduced likelihood of clients presenting in a manner where risk assessment relating to self harm, or harm to others may arise. It is still advisable, however, to consider how instances such as this may be responded to. 
             In the context of mental health, psychiatric, and therapeutic practice, there is a requirement to establish systems in general assessment procedures and adequate risk assessment system. This provides a safeguard in the event of clients either presenting to a service at risk of harm, or a client moving into an area of risk whilst engaged in online support. Within a face-to-face relationship the practitioner or service provider has the advantage of physical presence and proximity with clients which enhance accessibility for referral to local resources, where required. The relationship with online clients is more tenuous and therefore provides less scope to be proactive in assisting or referring a client where the need arises. Considerations regarding risk assessment should therefore be included and a clear route identified in the event of this situation arising. Where collaboration in implementing such a procedure is required it is advisable that guidelines for risk assessment and response have been communicated with all relevant parties within the online service provision. 
            In reference to duty of care, it is advisable to have emergency contact details available for alternative organisations such as the Samaritans. Such information can be placed on pages of the online practitioner’s or organisations website as a sign post to incoming enquiries from clients requiring additional or emergency support.
Where assessment is a feature of service provision, the following considerations should be integral to adopted systems:

· All assessments are conducted in adherence to ethical guidelines (Fenichel, 2000).
· Clients should be provided with clear details relating to assessment outcomes and supported in referral to suitable alternative resources.
· In the context of therapeutic practice it is relevant to conduct a comprehensive assessment process which is ongoing throughout the period of contracted sessions with clients. In circumstances where clients present to a service with a history of enduring mental health difficulties, or is at risk of harm to self or others, online resources and services may not be sufficient to provide support in the context of duty of care. The nature of the physically-distanced relationship with online clients may compound this, particularly in situations where a face to face alternative cannot be provided within the existing service delivery. Where assessment contra-indicates the potential for a successful outcome it is important to sensitively offer alternative resources and facilitate onward referral to a relevant and reputable source of support.
· Assessments should include reference to a client’s level of competency or confidence in expressing themselves through written words, vocabulary range, general, and emotional expression. Insufficient client aptitude in these areas can increase the potential misunderstanding by both the practitioner and client to occur. Potential clients may also be limited in their computer literacy and levels of technology skills required for online communication. This should be considered prior to progressing, as communication between the practitioner and client could be adversely affected.
· Where online support is offered to clients as a continuation, or supplementary resource of face to face work, it is important to establish with the client if they have the necessary language articulation and IT competency to make the transition into online working.

Complaints and Grievances Procedures within an Online Practice
It is pertinent for practitioners and organisations to have considered how any resulting grievance or complaints from online clients will be responded to and managed. Due to the remote links encountered when engaging with an online practitioner, clients will require reassurances that any resulting grievance or complaint will be responded to appropriately. The manner in which they are convened may differ to that of a face-to-face service and details relating to procedures should be made available to clients as required. This is a feature of online practice which benefits from the practitioner being affiliated to organisations specialising in this field of practice who can offer both professional guidance and support in such circumstances.  

